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What is face recognition?
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Face recognition is not only face detection
* S T

Localize faces in
pictures

Subset of the
face recognition

‘ RedHat
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Face recognition is not only face detection

Testing face_recognition from Adam Geitgey https://github.com/ageitgey:

$ python find faces in picture.py
I found 20 face(s) in this photograph.
face is located at pixel location Top: 159, Left: 538, Bottom: 211, Right: 590

face is located at pixel location Top: 488, Left: 405, Bottom: 550, Right: 467

face is located at pixel location Top: 523, Left: 1006, Bottom: 585, Right: 1068
face is located at pixel location Top: 199, Left: 1074, Bottom: 251, Right: 1126
face is located at pixel location Top: 170, Left: 805, Bottom: 232, Right: 868
face is located at pixel location Top: 357, Left: 833, Bottom: 419, Right: 895

face is located at pixel location Top: 170, Left: 667, Bottom: 232, Right: 729

B - - - R - S o

face is located at pixel location Top: 522, Left: 1155, Bottom: 573, Right: 1207
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https://github.com/ageitgey

Face recognition is not face classification

Emotion

Age (not perfect)
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What is face recognition?

Face recognition

Face identification

1 to M mapping

Face verification

1 to 1 mapping
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|dentifies persons on face
images or video frames like
humans

Extract features from an
input face image

Compare them to labeled
features in a database
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What is face recognition? Face identification

Who this person
1S?
|dentify faces
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What is face recognition? Face verification

Is that you?

Access granted to the
classroom

Anti-spoofing,
Liveness
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Why face recognition?

Social media

Photo management software
Retail security

Smartphone security
Airports

Company security
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Deep face recognition

RedHat



Face recognition testing pipeline
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Step 1. Locate faces
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Step 2. Identify facial features

68 face landmarks estimation:

e Eyes

e FEyebrows
e Nose

e Mouth

e Jawline

& RedHat
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Step 3: Align face, data normalization
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Step 4. Extract embeddings
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Step 5: Compare embeddings
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Face match if the euclidean
distance between the face vectors
is 0.6 or less (face_recognition).

Euclidean distance between faces:
o [f<0.6:;

it's a match
° |f>0-63_

‘ RedHat



Face recognition pipeline

Extraction
—P o
Face de:cector Embedding
model model

Detection ¢

—> \‘j ieie Classifier
' Face detector Embedding S .
model model It’s a
Match!
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Full Face Recognition pipeline
training

__ga| 8P EO-RR| e -

E 5 1 Training data Feature extraction _
after Angular Distance

a) one to many processing Fl Loss function

| —{ testing AL

s |
A 1~ or
K = .t‘hreshold
<~ T comparison

| { ma 0 one L 7 | .'“%%\3 = -- - |
| . b) many t 4 D ||=|i Illi - \pP AA.‘ER‘..: o i M: “es

Anti- Face Test data
| Spoofing processing after Feature extraction e . 4 ‘ .
L] processing Metric learnin, SRC

Face matching

Deep face recognition

Source: “Deep Face Recognition: A Survey”, Mei Wang, Weihong Deng
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Face recognition demo using Python
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Face recognition demo using Python
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Machine Learning algorithms

RedHat



Glossary

Datasets

How OpenStack enables face recognition with GPUs and FPGAs

Machine Learning

algorithm

Ne

Neural network

Model

& RedHat



Face processing history

Key points DB, Eigenf: Scale AlexNet CNN
image rotation AR Invariant e b
(1991) Feature ImageNet Large Scale
(1964, Visual Recognition
Transform
Bledsoe/Chan (1999 Challenge”
Wolf/Bisson) SIFT)’ (ILSVRC, 2012)
ﬁ/_ W
1960 1970 1980 1990 2000 2010 >
/N 0 N N
Haar Cascade Histograms of DeepNet based
based Face Oriented on AlexNet
Detector Gradients (2014)
(2001, (2005, HOG,
Viola/Jones ) Dalal/Riggs)
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Machine learning network architectures

Object
Classification
Network
architectures
AlexNet VGGNet || GoogleNet || ResNet SENet
(12/2012) (2014) (6/2015) (6/2016) (9/2017)
2012 2013 2014 2015 © 2016 2017 g
N N N N
Deepface|| Facenet(6/2015) SphereFace|| VGGFace?2
(7/2014) (GoogleNet) (7/2017) (11/2017)
Deep Face R
Ros fgni o (AlexNet) |[VGGface(9/2015) (ResNet) (SENet)
Network (VGGNet)
architectures

Source: “Deep Face Recognition: A Survey”, Mei Wang, Weihong Deng

How OpenStack enables face recognition with GPUs and FPGAs ‘ Red Hat



Datasets

Training Set Identities
(face images)
Labeled Faces in the Wild (LFW) 13 233 5749
Megaface (Creative Commons Flickr) 4.7 Million 672K
CelebA Dataset 202 599 10177

Need variety of images: various angles, lightings, clothes, wearing accessories, ...

How OpenStack enables face recognition with GPUs and FPGAs

Pictures from: https://unsplash.com

‘ RedHat


http://vis-www.cs.umass.edu/lfw/
http://megaface.cs.washington.edu/
http://mmlab.ie.cuhk.edu.hk/projects/CelebA.html
https://unsplash.com/

When

2014

2015

2015

2017

2018

Machine learning accuracy

Method

Deepface
Facenet
Baidu
SphereFace

Arcface

Accuracy

97.35%
99.63%
99.67%
99.42%
99.83%

Source: “Deep Face Recognition: A Survey”, Mei Wang, Weihong Deng
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Architecture

Alexnet

Google
Net-24

CNN-9

ResNet-
64

ResNet-
100

Dataset

Facebook

Google

Baidu

CASIA-
webface

MS-Celeb-
™M

Training Set
(face images)

4.4M

500M

1.2M

0.49M

3.5M

Identities

5749

10M

18K

10K

31K

& RedHat



Deep Learning Frameworks

Apache Singa
Apache SINGA 1,677

Apache Software Foundation

ncnn

ncnn 6,186

Tencent Idings MC AGOR
neentHolding MCap: $462B

dy/net

Dynamic Neural Network Toolkit

Dynamic Neural Network

2,770
Toolkit

Funding: $288M
Carnegie Mellon University unding

affe

Caffe 27,934

orsity of California, g nging: $66.5M

Neon

Neon 3,758

intel MCap: $236B

‘Xnet

MXNet 16,765

Apache Software Foundation

Chainer

Chainer 4,741

Preferred Networks

Funding: $130M

PYTORCH

PyTorch 27,408

PyTorch

Source: https://landscape.lfdl.io/grouping
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B® Microsoft

CNTK

CNTK

Microsoft

16,076

MCap: $997B

T
o
if

Tensor

Tensorflow 126,471
Google MCap: $886B

‘ RedHat
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Hardware accelerators

RedHat



Analytics pipelines, from training to inference

Computational power, i Throughput
parallelism | Latency

|
|
|
|
|
T -— Dat Vodel |

All Theeiamm Data atd 1, ocde +| Visualization | Inference
data Load store preparation training |
|
|
T i

Data center ~ Regional DC
. Edge/Devices/I

|

| ol
|
|
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Hardware accelerators for devices

intel' Neural Compute Stick 2 |}

VPU Intel Myriad X (x1)
Intel Movidius Neural Compute Stick 2

TPU Google Coral
Google Edge TPU ML accelerator coprocessor

GPU NVIDIA Maxwell
NVIDIA Jetson Nano

MCU Apollo3 Blue

e
= SparkFun Edge Development Board

VPU Intel Myriad X (x2)
UP Al Core XM 2280 (M.2)
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Hardware accelerators for edge

NVIDIA

) ©
SANVIDIALL2E
LT YA

GPU NVIDIA Turing ~ VPU Intel Myriad X (x8)
NVIDIA Tesla T4 IEl Mustang-V100-MX8-R10

® o c;;‘e

I

i‘ AL‘A

\l Or u@
m -mm

FPGA Intel Arria 10
IEl Mustang-F100-A10
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Hardware accelerators for data centers

Intel” Programmable Acceleration Card

e O poes @D
GPU NVIDIA Volta FPGA Intel Stratix 10
NVIDIA Tesla V100 Intel FPGA PAC D5005
e g =%\ - '@
¢

INTEL PROGRAMMABLE ACCELERATION CARD

CPU Intel Xeon Cascade Lake

Deep learning boost
(AVX-512 Vector Neural Network Instructions, Brain floating-point format)

FPGA Intel Arria 10
Intel PAC with Intel Arria 10 GX FPGA

‘ RedHat
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Hardware accelerators for Machine Learning

Data Center

Intel Xeon (AVX512VNNI)
CPU AMD Ryzen/Epyc

NVIDIA Tesla V100

GPU NVIDIA RTX6000, RTX8000
DGX-1 (8 x V100), DGX-2 (16 x V100)
AMD Radeon Instinct MI25/MI60

FPGA Intel FPGA PAC D5005 (Stratix 10)
Intel PAC with Intel Arria 10 GX FPGA

ASIC  IElI Mustang-V100-MX8

35 How OpenStack enables face recognition with GPUs and FPGAs

Edge

Xeon, Skylake D

NVIDIA Tesla T4

IEl Mustang-F100-A10

UP Al Core XM 2280

Device/loT

ARM

NVIDIA Jetson Nano
NVIDIA Jetson TX1
NVIDIA Jetson TX2

Intel Movidius NCS
Google Coral TPU

& RedHat
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NVIDIA Tesla GPU accelerators

NVIDIA Tesla T4

70W

“Turing” architecture
Inferencing

Light training

Not only for Edge
CUDA cores: 2560
Tensor cores: 320

How OpenStack enables face recognition with GPUs and FPGAs

NVIDIA Tesla V100

250W

“Volta” architecture
Training

Inferencing

Fanless

Better to use OEM server
CUDA cores: 5120
Tensor cores: 640

‘ RedHat



GPU Inference 47X higher throughput than CPU

Dlib with CPU, from 5FPS (240p) to 1FPS (1080p)

Tesla V100 , ©——
Tesla P100

1XCPU |

0 10X 20X 30X 40X 50X
Performance Normalized to CPU

Workload: ResNet-50 | CPU: 1X Xeon E5-2690v4 @ 2.6 GHz | GPU: Add 1X Tesla P100 or V100

How OpenStack enables face recognition with GPUs and FPGAs ‘ RedHat



NVIDIA vGPU with GRID driver

- e ——_—_—_—_ W W W W _ S ‘¥ TensorFlow
o l O PyTorch
Caffe? -

VMt b VM2 0 VM3 b VM4

R Virtual Machine
NVIDIA guest driver
.............. vGPU
V100D-4Q V100D-4Q V100D-4Q V100D-4Q

vGPU, 8 GB vGPU, 8 GB vGPU, 8 GB vGPU, 8 GB

NVIDIA GRID driver

KVM hypervisor / GRID driver

OpenStack Compute node

KVM Hypervisor

NVIDIA Tesla GPU
RHOSP Compute server

Source: NVIDIA software documentation
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https://docs.nvidia.com/grid/latest/

vGPU Red Hat OpenStack Platform configuration

e Define a new vGPU compute node role in OSP director

parameter_defaults:

ComputeExtraConfig:
nova: :compute: :vgpu: :enabled_vgpu_types:
- nvidia-35

e C(Create anew overcloud image
e Deploy

e Make sure the quest image includes the NVIDIA driver
e C(Create flavor(s) on demand

$ openstack flavor create --vcpus 4 --ram 4096 --disk 20 vgpu
$ openstack flavor set vgpu --property "resources:VGPU=1"

Red Hat documentation:
https://access.redhat.com/documentation/en-us/red hat_openstack platform/14/html/instances _and_images_quide/ch-virtual-gpu

How OpenStack enables face recognition with GPUs and FPGAs ‘ Red Hat


https://access.redhat.com/documentation/en-us/red_hat_openstack_platform/14/html/instances_and_images_guide/ch-virtual-gpu

GPU training demo



TensorFlow training performance

OpenStack Compute Node

Virtual instance

¢
&

42 How OpenStack enables face recognition with GPUs and FPGAs

TensorFlow

TensorFlow:

Model:
Dataset:
Mode:

Accelerator:

0S:

1.13
resnet50
imagenet
training
NVIDIA GPU
RHEL 7.6

‘ RedHat



Step Img/sec total_loss

1 images/sec: 2.6 +/- 0.0 (jitter = 0.0) 8.108
10 images/sec: 2.7 +/- 0.0 (jitter = 0.0) 8.122
CPU 20 images/sec: 2.6 +/- 0.0 (jitter = 0.0) 7.983 ’I[
-
total images/sec: 2.6 TensorFlow
TensorFlow: 1.13
Model: resnet50
Step Img/sec total_loss  Pateset: imagenet

Mode: training

1 images/sec: 157.9 +/- 0.0 (jitter = 0.0) 8.011  accelerator: NVIDIA GPU
10 images/sec: 158.2 +/- 0.3 (jitter = 0.5) 7.732 % RHEL 1.6
(5F)LJ 20 1images/sec: 158.2 +/- 0.2 (jitter = 0.6) 7.686

total images/sec: 157.85

Code: https://github.com/tensorflow/benchmarks
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Intel Programmable Acceleration Card
FPGA

RedHat



Intel Programmable Acceleration Card

@

usB
Intel® Arria™ 10 Accelerator Card

QSFP 4x 10GbE </
Networking Interface 4x

45 How OpenStack enables face recognition with GPUs and FPGAs

Intel PAC with Intel Arria 10 GX FPGA
Arria® 10 GX FPGA

o Passively cooled
o 150K logic elements available
o 53 Mb of embedded memory
e On-board Memory
o 8 Gbytes DDR4 Memory Banks with ECC
o 1Gb Mbit (128 MB) Flash
e |Interfaces
o PCle x8 Gen3 electrical, x16 mechanical
o 1Ix QSFP28 with 4x 10GbE support

‘ RedHat



Open Programmable Acceleration Engine (OPAE)

User Developed

PCle Driver
Provided by Intel

Intel PAC with Intel Arria 10 GX FPGA

Base Configuration
Provided by Intel

Xeon Processor

Application

v

Libraries

v

Drivers

A

OPAE Runningon Intel Host

Arria 10 GX FPGA

v
AFU

Signal Bridge and Management

46 How OpenStack enables face recognition with GPUs and FPGAs

User, Intel, and
Third Party

Open Programmable Acceleration
Engine (OPAE) Provided by Intel

Accelerator Functional Unit (AFU)
User, Intel, and Third-Party
IPPlugsinto PR region

& RedHat



Open Programmable Acceleration Engine (OPAE)

e Consistent API across product generations and platforms abstraction for
hardware specific FPGA resource details
e Designed for minimal software overhead and latency
o Lightweight user-space library (libfpga)
e Open ecosystem for industry and developer community
o License: FPGA API (BSD), FPGA driver (GPLv2)
® Supports both virtual machines and bare metal platforms

47 How OpenStack enables face recognition with GPUs and FPGAs ‘ Red Hat



Intel Programmable Acceleration Card: fpgainfo

[stack@overcloud-computefpga-0 ~]$% fpgainfo fme

Board Management Controller, microcontroller FW version 26889
Last Power Down Cause: POK_CORE

Last Reset Cause: None

Object Id : OxEE00000

PCIe s:b:d:f : 0P0O:5E:00:0

Device Id : 0x09C4

Socket Id : 0x00

Ports Num . 01

Bitstream Id : 0x123000200000185

Bitstream Version : 0x557D00030201

Pr Interface Id : 69528db6-eb31-577a-8c36-68f9faad81f6

48 How OpenStack enables face recognition with GPUs and FPGAs ‘ Red Hat



Intel Programmable Acceleration Card: fpgainfo

[stack@overcloud-computefpga-0 ~]$ fpgainfo power
Board Management Controller, microcontroller FW
version 26889

Last Power Down Cause:
Last Reset Cause: None

POK_CORE

Object Id . OxF100000

PCIe s:b:d:f : 0000:02:00:0
Device Id . 0x09C4

Socket Id : Ox00

Ports Num . 01

Bitstream Id 1 ©x123000200000185
Bitstream Version . 0x30201

Pr Interface Id :
69528db6-eb31-577a-8c36- 68f9faa081f6

( @) Total Input Power : 37.50 Watts
( 1) PCIe 12V Current : 3.15 Amps

( 2) PCIe 12V Voltage : 11.60 Volts
( 3) 1.2V Voltage : 1.21 Volts
( 4) 1.2V Current : 2.66 Amps

49 How OpenStack enables face recognition with GPUs and FPGAs

( 5) 1.8V
( 6) 1.8V
( 7) 3.3V
( 8) 3.3V
( 9) FPGA
(10) FPGA
(13) QSFP

Voltage
Current

Mgmt Voltage
Current

Core Voltage
Core Current
P3Vv3

(reading state unavailable)

(16) Core
(17) VCCR
(18) VCCT
(19) VCCR
(20) VCCT

Supply Temp Input
Voltage
Voltage
Current
Current

(21) VPP Voltage
(22) VTT Voltage

O NOFRPRRFRPREFPO

: 1.83 Volts
: 3.09 Amps

: 3.33 Volts
: 0.72 Amps

: 0.91 Volts
: 19.30 Amps
: No reading

.45 Volts
.05 Volts
.04 Volts
.14 Amps
.33 Amps
.54 Volts
.59 Volts

‘ RedHat



Running the OPAE in a Virtualized Environment

In SR-IOV mode, a host processor uses a physical function (PF) to access
management functions. A virtual machine (VM) uses a virtual function (VF) to

access the AFU.

PF: Physical Function VE
VF: Virtual Function

Host
Virtual Machine
OPAE OPAE
(Driver in VF Mode) (Driver in SR-10V Mode)
PF
PCle
FPGA

50 How OpenStack enables face recognition with GPUs and FPGAs
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Intel Programmable Acceleration Card

e SR-IOV mode

[stack@baremetalhost ~]$ 1lspci -nn | grep accelerators
5e:00.0 Processing accelerators [1200]: Intel Corporation Device [8086:09c4]

e Virtualized mode

[stack@overcloud-computefpga-0 ~]$ lspci -nn | grep accelerators
5e:00.0 Processing accelerators [1200]: Intel Corporation Device [8086:09c4]
5e:00.1 Processing accelerators [1200]: Intel Corporation Device [8086:09c5]

[stack@instancefpga-0 ~]$ lspci -nn | grep accelerators
00:09.0 Processing accelerators [1200]: Intel Corporation Device [8086:09c5]

51 How OpenStack enables face recognition with GPUs and FPGAs ‘ RedHat



Face detection demo
Intel PAC with Intel Arria 10 GX FPGA



53

e fpgainfo power without load

( @) Total Input Power : 38.50 Watts

e fpgainfo power with face detection

( @) Total Input Power : 44.00 Watts

How OpenStack enables face recognition with GPUs and FPGAs

OpenVIN®

OpenVINO:
Model:

Mode:
Framework:
Accelerator:
Devices:

0Ss

2019.1.144
face-detection-adas-0001
Inference

Caffe

Intel PAC with Intel Arria 10 GX FPGA

FPGA+CPU
RHEL 7.6

‘ Red Hat



[egallen@overcloud-computefpga-0 ~]$ ./fpga-face-detection.sh
[ INFO ] InferenceEngine:

API version ............ 1.6

Build .......iiivivnnn.. custom_releases/2019/R1.1 28dfbfdd28954c4dfd2f94403dd8dfc1f411038b
[ INFO ] Parsing input parameters
[ INFO ] Detection model: /home/egallen/face-detection-adas-0001_FP32/face-detection-adas-0001.xml
[ INFO ] Detection threshold: 0.5
[ INFO ] Utilizing device: HETERO: FPGA, CPU
[ INFO ] CPU extension library:
/home/egallen/inference_engine_samples build/intel64/Release/1lib/libcpu_extension.so
[ INFO ] Batch size: 1
[ INFO ] Number of infer requests: 5
[ INFO ] Number of input web cams: ©
[ INFO ] Model path: /home/egallen/face-detection-adas-0001_FP32/face-detection-adas-0001.xml
[ INFO ] Weights path: /home/egallen/face-detection-adas-0001_FP32/face-detection-adas-0001.bin
[ INFO ] Files were added: 1
[ INFO ] /tmp/erwan-geneval.mp4
[ INFO ] Number of input web cams: %]
[ INFO ] Number of input video files: 1
[ INFO ] Duplication multiplayer: %]
[ INFO ] Number of input channels: 1
[ INFO ] Trying to open input video ...
To close the application, press 'CTRL+C' or any key with focus on the output window
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References

RedHat



References

Red Hat OpenStack Platform, https://www.redhat.com/fr/technologies/linux-platforms/openstack-platform

NVIDIA GRID, https://www.nvidia.com/en-us/data-center/graphics-cards-for-virtualization

Intel Acceleration Hub, https://www.intel.com/content/www/us/en/programmable/solutions/acceleration-hub/overview.html

Intel OpenVINO, https:/software.intel.com/en-us/openvino-toolkit

Thanks to:

Davis King, Dlib, http:/dlib.net/

Adam Geitgey, face_recognition, https:/github.com/ageitgey/face recognition

Adrian Rosebrock, https:/pyimagesearch.com

‘ RedHat

56 How OpenStack enables face recognition with GPUs and FPGAs


https://www.redhat.com/fr/technologies/linux-platforms/openstack-platform
https://www.nvidia.com/en-us/data-center/graphics-cards-for-virtualization
https://www.intel.com/content/www/us/en/programmable/solutions/acceleration-hub/overview.html
https://software.intel.com/en-us/openvino-toolkit
http://dlib.net/
https://github.com/ageitgey/face_recognition
https://pyimagesearch.com

Thank you

m linkedin.com/company/red-hat facebook.com/redhatinc

n youtube.com/user/RedHatVideos u twitter.com/RedHat

‘ Red Hat




